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What are the standards for emergency
preparedness and management planning for
community medical practices?

« Joint Commission Standards for Ambulatory Care - 2014

 US HHS Health Resources and Services Administration (HRSA)
— Policy Information Notice 2007 (PIN)
— Form 10: Annual Emergency Preparedness Report

« Center for Medicare and Medicaid (CMS) Emergency Preparedness
Regulations for Rural and Federal Health Centers

— Issued for review in December 2013, under revision

CMS.gov

el 2014 Centers for Medicare & Medicaid Services
DRENEL UNIVERSITY
School of e = 3
’ : Health =




Emergency Plan Template for Practices

EMERGENCY MANAGEMENT PLAN

For Primary Care Medical Practices

Pennsylvania Department of Health
Center for Public Health Readiness & Communication,

Drexel University School of Public Health
June 2014

ﬂ pennsylvania
DEPARTMENT OF HEALTH

DREXNEL UNIVERSITY
St I 100 ll ( )f

TABLE OF CONTENTS

T L O

SECTION I: RISK ASSESSMENT & PLANNING..........cccnnsmsssassssassssssssssasssssssns

Emergency Planning Process. . i s s s s ssss s s ssssssas s ssas s ssassasessanessn
Hazard Vulnerability ANGIYSIS ... s s esssss s s sssssrssssss srssnes sensmsssssasssssssnnssnsnns
Service IMPact ASSESSIMENT ... e s sras s s s s e s e s aaa s
List Of Priority DiSasters ... ..o e e e s e sss s e srs s e s s sra s e sres e snsnsnensnnnns L1

=T = R L)

Strategies To Reduce Disaster IMPact .o s s svssssssessmsssssssssssssssssssssssssess L2

SECTION I1: POLICIES & PROCEDURES.........cconsnsrsrssssnsassssssssssssssssssssssasassususnsnsnsnsns 13

All Hazards Incident Command SIrUCtUNE ... e aesens 18
Emergency Response Plan ... s s s ssssssssssssssssses sossssssmssssassssssssnss 19
Continuity of Operations PIan ... s sss e e s nnn e s 20
Delegations of AUThOFILY ... s s 30
Emergency CommuUMCations PN ... e e e s e s sse e SO

SECTION lll: TRAINING AND DRILLS .....cccnnmsnsnsnmmsussssssssassssssnssssssssssssssssssnsassassanses 43

Training and Evaluation PrOBIam e e sissnss s ssssssssms s s s ssssssssssssssssssasssns ssasssssssssasens 340
Appendin: Job Action ShEets ... e e e nn e s B




Emergency Planning Process (1)

 ldentify planning team
— Coordinator

« Conduct hazard/vulnerability analysis

« Develop emergency preparedness and management
plan that addresses for priority hazards:
— Mitigation
— Preparedness
— Response
— Recovery




Emergency Planning Process (2)

 Integration of plans into local or regional plans

e Plan addresses continuity of operations
— Communications
— Facility loss
— Information technology system
— Financial/revenue loss due to an emergency

* Plan addresses surge, mass prophylaxis/immunization

e Training and drills
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The 4 Phases of Disasters —
Practice Planning

Mitigation
— Reduces impact of disasters before they occur. Can target
threat or practice vulnerability

Preparedness

— Pre-event planning

Response

— Actions taken during a disaster to reduce its impact

Recovery

— Actions that restore or return the practice to normal
functioning




STRATEGIES TO REDUCE DISASTER IMPACT

Disaster Examples itigati Preparedness”

Efuﬁigﬁ'ﬂc eased # Infectious dissase outbreak

or demic
Encournters) pan
Loss of Database/ Sewere shom, utility Example: Store data off-site
Records dismupticn or in “clowd

Severe shom, utility
Facility Unavailable | dismuption, Example: Have a plan fo Example: Move pracfice
or Diamaged Tomado, use an alternate facilify to another facility

Radiation release

inzurance
Loss of Example: Use back-up
- - . pe . . Ad ol A=W

Communication Lility dismuption, em of paper charts
Systems (including | Cyber-ewent ayatem of pap e
C-CHTIFI’LI'CEFE:I r\:" “E| '-'I-I- :'I-ﬁ'- Ilnll-' '\.-
Loss of Wendor
Sennces/Supply Phamnaceutical shortage
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Loss of Staff s Stom :;IL' = e i._shhevn',«.'e-:.'.';a- Reserve
Loss of Litilities: S S S
Electricity¥Vater Weather event E_':_r_l-'_"_e dEnErEEE
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Emergency Plan Policies and
Procedures

Incident Command
— ldentifies who's in charge (and of what) during a disaster

Emergency Plan Elements:

— Protective actions for life safety

— Continuity of operations plan

— Delegations of authority

— Emergency communications plan

— Increased demand for clinical services

— Integration with local and/or state public safety partners




Incident Command System

INCIDENT COMMAND STRUCTURE

<Name of Medical Practice> has adopted the following ICS to be used in the event of an emergency:

ans INance section
Section Chief Chief

Communication : -
Team h Ciperations Team I Finance Team I

DREXNEL UNIVERSITY
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Incident Command Contact List

oo Contact Backu
Responsibilities Backup Name P
Telephone Telephone
Command
Commands the
. incidentresponse
Incident andhas final =ingern name= 1;25;'_ =insert name= 1.;5.5;?
Commander authority and L= HLEr
responsibility
Manages inter-
. ) agency . . =ingert . . =inaert
- <jnsen name= =[nsert name=
Liaison Officer | communication e numbers e number=
andrelationships
Public Manages media - _—
. ; ) =inse . =inse
Information and public <insert name= nmber> <insert name= mhers
Dfficer interactions ML= HLi=
Ensures
unimpeded
patient care, staff winsart winsart
Security Officer | safety, site =insert name= nEen <insert name= =insert
; numbers numbers
security, and
continued
operations
Ensures safety of
all personnel,
: patients, and wineart namas =insernt winsart mamas =insert
Safety Officer visitors; corrects fsen name: numbers fsername: numbers
hazardous
conditions
Planning Section
Develops action
planfar
Planning Section | OPerations . =ingert . =ingert
Chief 9 sustainmentind, | =insert name:= N Na;r'_} =jnzert names - #E;n;:
e 8,24, and 48 number number
hourincrements
afterthe disaster
. Coordinates
Planning Team | gictripution of <insert name=> 1;255:'_ =insert name= 1.»15.5;?
Member resources e R
As5e5585
Planning Team | technologyneeds <insert <insert
and coordinates <insen name= o <insen name= .
Member number= number=
efforts to meet
those needs
. Supervises
Planning Team personnel <insert name= 1;255:'_ <insert name= 1.»15.5;?
Member allocation e R




Incident Command Contact List

Responsibilities

Continuity of Operations Section

Coordnaies
Sctivation and

SUDpOn SErvices,
and prophylscis!
immunizstion for
staff, if reguired.

SO - : <nsert
) . implementation of | <wnsart nams= <insert names .
Coordinator the COOF when numbers

NECESSATY
Coop Team ?:Tg:; i Zinser namer <insert namss mnsen
Membar implemeantation numbers
Logistics Section

irecis

maintenance and

supply operations
Logistics Section 1-:lar5_l.ra |:-._=11lar1 o o unsert
P oare, :LFIFIIE:l. “nsert nsmer et namer o
Chiet equipment, and numbers

utilities for

essantis]

functions

Facilitate

COMmmunication
Logistics Team Eahuaa_r Inc E_E” _ o . o

Command Team “nsert names <insert names
Mambar staff; facilitae

COMmImunication

with patients

Ensures the

availability of

medical cars,

e behavioral and nserf

t;gnl_j:: Team psychological st names <insert names - T-?;w-—:-':
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ncident Command Contact List

Responsibilities

Operations Section

Drgan@ss and
directs activities
assigned by the
Incident
Commander and
Crperations facilitates
Section Chief st=ffing:
SUpErvises
staging; activaiss
Diperations
Teams 35
NECESSary
Executes

Sy acustion,
shehsr-in-placs,
lockdown, or “nsert names
s=anch and

resCuE Sctivities
35 relevant.

“insert names Zinser nsmer

Orperations Team

Member nesn namss

Finance Section

Iracks
sxpenditures for
Finance Section | repayment,
Chief reimbursemsant,
and specizl
purchasss
ENSUTEs
documentstion of
personnel hours;
Finance Team OVErsees
Memibar procurement,
COompensation,
and clsims related
to the incidant.

“ansert

“nsert name> WIS naEmes

mber-

<ansert

insort nsme
“ARSert namer numbars

“nsert name>
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Job Action Sheets

LOGISTICS SECTION CHIEF
Command 5taff Command Staff
Shift: e Shift:___

FINANCE SECTION CHIEF

Reports To: Incident Commander Reports To: Incident Commander
Mission: Managses all financial aspects of the response to an incident, including

Mission: Provide all incident support needs (food, shelter, supplies), and direct financial components of acquisition of supphies and services, supenvision of

operations associated with maintenance of physical environment docurnentation of expenditures related to emergency response
Immediate: Immediate:
__ Receive activation notice from Incdent Commander. ___ Recsive activation notice from Incident Commander
___ Review Job Action Sheet ___ Review Job Action Sheet
—_ ldentify and appoint Logistics Team members with Unit (sub-section) leaders (e.g., — LG‘-“-E:E Fr;rﬁ ;39'3‘“0” center near practice EOC or command center (can be
Facilities Uinit, C: ications Unit. Transportation Unit, Suppli Equ i usual Work area ) : )
Uﬁl.l &= ommunitons ran ation Unit, Supplies and Equipmen ___ Create Finance Team with Unit (sub-section) leaders (e.g.. PFrocurement, Time
g P . . - Unit. Claims/Cast leader, ete. others as needed)
_ Bne_ Unit leaders on c:urrgnt"sm.latun outline action plan and necessary actions, ___ Know Safety Officer, Public Information Officer, and any other necessary positions
designate tme fcr next ',:'"Efﬁ o ___ Brief Unit leaders on cument situation. outline action plan and necessary actions,
___ Establish Logistics _Sedu:n Center near practice EOQC or command center. designate me for next briefing
__ Convene status/action plan meseting
___ Determine damage to faclity in immediate afiermath of emengency Intermediate:
__ Obtain information and updates regulary from Unit leaders through routine
Intermediate: brisfings . . _
___ Dbtain information and updates regularly from Unit leaders — Develop “cost-to-date” financial status reports every 5-24 hours (s appropriate)
— Develop summary to provide to Incident Commander with requests for additional that summarize financial data relative to personnel, supplies, and other expenses

|dentify training and safety needs related to provision of patient care and other
sefvices during disaster
Brief Incident Commander routinely on the financial status and reports, related

resources as needed —
__ (Obtain needed supplies with assistance of Finance Section Chief (and Planning,
Liaison Officer, as needed) -

needs
Extended: o ) Extended:
___ Ensure that all communications, requests for resources and inventory of supplies __ Document status reports from all Section Chiefs, inform Incident Commander of
are documented changes to situation and necessary plan medifications (do throughout incident)
__ Mamntan frequent communication with Incident Commander ___ Ensure that all communications, requests for resowrces and supplies ars
__ Update sssmmary to provide to Incident Commander with requests for additional decumsnted . )
resources as needed ___ Work with Operations Section Chief on any mutual aid agreements (MOU) and

track financial payouts of the senvices rendered
Maintain frequent communication with Incident Commander
Cibserve all Unit and other staff for signs of stress, need for relied

Obsenve all Unit and other staff for signs of stress, need for relief

: UNIVERSTITY
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Protective Actions for Life Safety

* Medical emergency in patient or staff member

« Building evacuation plan
— Fire, flood or other incident
— Staff responsibilities, assembly location, signage
— 911 call, other naotifications

e Shelter-in-place plan
e Lockdown

« Decontamination
— Site, individuals




Protective Actions for Life Safety

e |solation
— Patient isolation

* Personal protective equipment

— What will be on-site, how much, for what
purpose

— Training
 May be elements of Infection Control Plan

DREXEL UNIVERSILI
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Continuity of Operations Planning
COOP

* Enables practice to maintain essential
functions during conditions that disrupt
practice operations:

— Minimize disruption and losses

— Minimize harm to patients by maintaining or
restoring services

— Expedite recovery from a disaster

DREXEL UNIVERSILI
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Key Elements of Continuity Planning

e |dentification of COOP team and
coordinator

* Plan for resources and assets (stuff)
— Medical and non-medical supplies

* Plan for personnel (staff)

— Plan for workforce depletion, reduction of staff
e Role for volunteers?

DREXEL UNIVERSILI
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Continuity of Operations Planning
Facility infrastructure threats

* Plan for patient care If building
compromised or access disrupted (space)

— Curtail services

— Re-locate services to alternate site
— Discontinue services

— Patient support — referral networks

 Plan for disruption of electricity, water

DREXEL UNIVERSILI
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Protection of Facility, Supplies,
Medical Records

* Plan for damage assessment to facility

* Plan to protect, restore medical and non-
medical supplies

— Pharmaceuticals, vaccines

o Example: back-up utility plans, movement to
vendor or hospital, etc.

 Medical records back-up




Restoration of Services
Utility, Vendors, Supply Partners

Utilities, Vendors, and Supply Partners

Contact Person Business Telephone Emergency Telephone

Utility Provider (gas)
Utility Provider
{electricity)

Utility Provider (water)
Plumber

Telephone Provider
Internet Provider
Information/Technology
Support (EHR vendor)
Medical Supply and
Equipment Vendor
Medical Supply and
Equipment Yendor
Medical Supply and
Equipment Yendor
Facility Management
Insurance

Towing Service
Plowing Service (Snow)
Tree Removal

Fire Protection
Confractor

Elevator Service
Hazardous Materials
Cleanup

Cleanup ! Disaster
Restoration

—
=Other=

T —
=mner=

DREXNEL UNIVERSITY
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Delegation of Authority

e COOP planis
activated

Alternate | Name Title
1

o Key staff are absent

e Establish lines of
succession in
advance

2
3
4
3




Emergency Communications Plan

Staff
Health system
Government partners

Patients
Public (media)

DREXNEL UNIVERSITY
Schoo l:)f

This list contains sensitive information and should remain confidential

Preferred
Home

Name/Position Contact Cell Phone
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Increased Demand for Patient Services —
Surge Planning

* Increase Iin phone calls, information
requests

* |Increase In patient encounters
— Rescheduling, staffing, supplies

 Influx of Infectious patients
— If identified in HVA as risk to practice




Integration with Local/Regional
Emergency Planners and Partners

Business Emergency
Telephone Telephone

Community Partner Name

Fire Department

Emergency Medical
Senvices

Police Department

Emergency Management
Agency

Hospital(s)

Hospital(s)

Local Public Health
Department

State Environmental
Authaority

DREXNEL UNIVERSITY
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Linkages with community partners

* Role in community mass prophylaxis plans

* Role In community emergency management
plan

— Role Iin health care system, primary care
organization

 Participation In health care coalitions or other
planning organizations

e Coordination with other “systems of care”

DREXEL UNIVERSILI
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Next Steps

e Materials on PA Medical Society and Drexel
CPHRC websites:

— http://www.pamedsoc.org/MainMenuCateqories/Praciti
ce-Management/Management/Emergency-
Preparedness

— http://publichealth.drexel.edu/research/research-
centers/center-for-public-health-readiness-
communication/our-projects/pcp-resources/

Technical assistance



http://www.pamedsoc.org/MainMenuCategories/Practice-Management/Management/Emergency-Preparedness
http://www.pamedsoc.org/MainMenuCategories/Practice-Management/Management/Emergency-Preparedness
http://www.pamedsoc.org/MainMenuCategories/Practice-Management/Management/Emergency-Preparedness
http://publichealth.drexel.edu/research/research-centers/center-for-public-health-readiness-communication/our-projects/pcp-resources/
http://publichealth.drexel.edu/research/research-centers/center-for-public-health-readiness-communication/our-projects/pcp-resources/
http://publichealth.drexel.edu/research/research-centers/center-for-public-health-readiness-communication/our-projects/pcp-resources/

Continuing Medical Education Credit

 |f you have registered for the live webinar,
you will receive an email with a link to obtain
CME and complete an evaluation.

 |f you are viewing the archive of the webinar,
please follow the instructions on the webpage
where the training information is located to
obtain CME.
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QUESTIONS?
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Contact information

Tom Hipper: tjh87@drexel.edu
Jill Nash: [n536@drexel.edu

Esther Chernak: dec48@drexel.edu



mailto:tjh87@drexel.edu
mailto:jn536@drexel.edu
mailto:dec48@drexel.edu
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